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Foreword

The attempt to annex Crimea and Russia’s military in-
vasion of eastern Ukraine in 2014 have become an un-
precedented challenge to the global security system, an
act of open aggression against a sovereign state. Being
the result of the implementation of aggressive foreign
policy strategies by the leadership of the Russian Feder-
ation, these events were certain to attract the close atten-
tion of scientists and researchers in various fields. For
the first time since the end of World War 11, the leader-
ship of one of the countries in Europe has planned and
conducted a full-scale military operation based on mod-
ern principles of warfare.

As the use of nuclear weapons is becoming increas-
ingly problematic, the confrontation will gradually but
steadily focus on information and cyberspace, space and
biotechnology. The techniques for information and psy-
chological influence as part of a new type of hybrid war-
fare pose a particular danger, which has been clearly
demonstrated in Crimea and parts of the Donetsk and
Luhansk regions.

Modern challenges require an adequate response.
The research of the author of “The False Mirror” on the
role of social media in the Russian operation to attempt
the annexation of Crimea will help to devise such coun-

termeasures. The value of this study lies in the author’s
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focus on analysing real facts and reconstructing the se-
quence of events, which are looked at in the context of
information warfare, one of the important elements of
which is the use of social media.

The book examines the specific techniques and
methods of using popular social media by Russian intel-
ligence agencies before, during, and after the temporary
occupation of Crimea. Using modern channels of com-
munication, Russian special services distorted the
events, falsified information, and created a favourable
information environment for the military operation.

The study highlights the danger of the information
component of warfare and emphasises the obligation of
the state to be prepared, both technologically and organ-
isationally, to resist hostile information influence. The
materials collected and analysed by the author have not
only historical value: the book contains practical recom-
mendations for countering information and influence
operations, which can be used in government decision-
making.

Oleksiy Danilov

Secretary of the National Security
and Defence Council of Ukraine
Kyiv, April 2021
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